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To amend the Homeland Security Act of 2002 to authorize the Secretary
of Homeland Security to establish a continuous diagnostics and mitiga-
tion program at the Department of Homeland Security, and for other
purposes.

IN THE HOUSE OF REPRESENTATIVES

JuLy 19, 2018
Mr. RaTcrirrE (for himself, Mr. RicimoND, Mr. McCavuL, Mr. KATKO, and
Mr. FrrzraTRrICK) introduced the following bill; which was referred to the
Committee on Homeland Security
Avgust 28, 2018
Additional sponsor: Mr. DONOVAN

Avgust 28, 2018
Reported with an amendment, committed to the Committee of the Whole
House on the State of the Union, and ordered to be printed

[Strike out all after the enacting clause and insert the part printed in italic]

[For text of introduced bill, see copy of bill as introduced on July 19, 2018]
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A BILL

To amend the Homeland Security Act of 2002 to authorize
the Secretary of Homeland Security to establish a contin-
uous diagnostics and mitigation program at the Depart-

ment of Homeland Security, and for other purposes.
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Be it enacted by the Senate and House of Representa-

tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “Advancing Cybersecu-
rity Diagnostics and Mitigation Act”.

SEC. 2. ESTABLISHMENT OF CONTINUOUS DIAGNOSTICS
AND MITIGATION PROGRAM IN DEPARTMENT
OF HOMELAND SECURITY.

(a) IN GENERAL.—Section 230 of the Homeland Secu-
rity Act of 2002 (6 U.S.C. 151) is amended by adding at
the end the following new subsection:

“(g) CONTINUOUS DIAGNOSTICS AND MITIGATION.—

“(1) PROGRAM.—

“(A) IN GENERAL.—The Secretary shall de-
ploy, operate, and maintain a continuous
dvagnostics and mitigation program. Under such
program, the Secretary shall—

“(1) develop and provide the capability
to collect, analyze, and visualize informa-
tion relating to security data and cybersecu-
rity risks;

“(11) make program capabilities avail-
able for use, with or without reimbursement;

“(111) employ shared services, collective

purchasing, blanket purchase agreements,
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and any other economic or procurement
models the Secretary determines appro-
priate to maximaize the costs savings associ-
ated with vmplementing an information
system;

“(iv) assist entities in setting informa-
tion security priorities and managing cy-
bersecurity risks; and

“(v) develop policies and procedures for
reporting systemic cybersecurity risks and
potential incidents based upon data col-
lected under such program.

“(B) REGULAR IMPROVEMENT—The Sec-

retary shall regularly deploy new technologies

and modify existing technologies to the contin-

uous diagnostics and mitigation program re-

quired under subparagraph (A), as appropriate,

to improve the program.

“(2) AcriviTiES.—In carrying out the contin-

wous diagnostics and mitigation program under

paragraph (1), the Secretary shall ensure, to the ex-

tent practicable, that—

“(A) timely, actionable, and relevant cyber-

security risk information, assessments, and anal-

ysis are provided in real time;
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“(B) share the analysis and products devel-
oped under such program;

“(C) all information, assessments, analyses,
and raw data under such program 1is made
available to the national cybersecurity and com-
munications integration center of the Depart-
ment; and

“(D) provide regular reports on cybersecu-
rity risks.”.

(b) CONTINUOUS DIAGNOSTICS AND MITIGATION
STRATEGY.—

(1) IN GENERAL.—Not later than 180 days after
the date of the enactment of this Act, the Secretary of
Homeland Security shall develop a comprehensive
continuous diagnostics and mitigation strateqy to
carry out the continuous diagnostics and mitigation
program required under subsection (g) of section 230
of such Act, as added by subsection (a,).

(2) ScorE.—The strateqy required under para-
graph (1) shall include the following:

(A4) A description of the continuous
diagnostics and matigation program, including
efforts by the Secretary of Homeland Security to
assist with the deployment of program tools, ca-

pabilities, and services, from the inception of the
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program referred to in paragraph (1) to the date
of the enactment of this Act.

(B) A description of the coordination re-
quired to deploy, install, and maintain the tools,
capabilities, and services that the Secretary of
Homeland Security determines to be necessary to
satisfy the requirements of such program.

(C) A description of any obstacles facing the
deployment, installation, and maintenance of
tools, capabilities, and services under such pro-
gram.

(D) Recommendations and guidelines to
help maiwntain and continuously upgrade tools,
capabilities, and services provided under such
program.

(E) Recommendations for using the data
collected by such program for creating a common
Sframework for data analytics, visualization of
enterprise-wide risks, and real-time reporting.

(F) Recommendations for future efforts and
activities, including for the rollout of new tools,
capabilities and services, proposed timelines for
delwvery, and whether to continue the wuse of

phased rollout plans, related to securing net-
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works, devices, data, and information technology

assets through the use of such program.

(3) Form.—The strateqy required under sub-
paragraph (A) shall be submitted in an unclassified
Jorm, but may contain a classified annex.

(¢c) REPORT.—Not later than 90 days after the develop-
ment of the strategy required under subsection (b), the Sec-
retary of Homeland Security shall submat to the Committee
on Homeland Security and Governmental Affairs of the
Senate and the Commattee on Homeland Security of the
House of Representative a report on cybersecurity risk pos-
ture based on the data collected through the continuous
dragnostics and matigation program under subsection (g)
of section 230 of the Homeland Security Act of 2002, as
added by subsection (a).

*HR 6443 RH



Union Calendar No. 706

1151H CONGRESS
2D SESSION :. zo ahh

[Report No. 115-910]

A BILL

To amend the Homeland Security Act of 2002 to
authorize the Secretary of Homeland Security to
establish a continuous diagnostics and mitigation
program at the Department of Homeland Secu-
rity, and for other purposes.

Aucust 28, 2018

Reported with an amendment, committed to the Com-
mittee of the Whole House on the State of the Union,
and ordered to be printed




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2018-08-29T00:14:39-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




